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# Welcome 30 Steps

This document covers the installation guide of the application, including a default con-g"
uration of the IincidentI table that allows you to enter secure data and set access to that 
data via the .T.L role policyG jranted, the .T.L role is Aust for demo purposes and in this 
case we are assuming itil users would be the ones that are allowed to see secure dataG 
_s always, consult with your internal security team on proper procedures for secure data 
accessG

STEP 1

Let's Setup the Key Management Administration

To proceed, the IsecurityqadminI role is re'uired to access this pageG _ccess into this 
module is re'uired as wekll be creating a new Ney management crypto module along with 
access policiesG

Kavigate to the I_LLI menu -lter navigator, and search IMey FanagementIG Select IMey 
Fanagement _dministrationIG
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STEP 2

Select the user account that will con.gure the module and access policies3

.n this demo, wekre using the System _dministrator account to grant access to the Mey 
Fanagement PrameworNG

BicN the account as shown and ISaveI the recordG _fter save, navigate bacN to your 
ServiceKow platform homepageG
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STEP C

Let's setup the 4rypto Module and Access Policies

RacN on the ServiceKow platform home page, navigate to your -lter navigator and type 
IMey FanagementIG ClicN ICreate KewI

STEP 5

4on.gure the record

4emember, we are starting with the incident table for this dataG So, wekre calling this 
module IincidentqdataIG Kote, the name has to be all one word and lowercase, you may 
use underscoresG

Con-gure the other -elds as shownG
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STEP b

Su6mit the record

STEP 7

Setup the 4rypto Speci.cations

ClicN the IKewI buttonG Con-rm you are on the ICrypto Speci-cationsI tabG
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STEP F

,or each section8 we'll enter the details as shown in the screenshots3

_fter setting the follow values as shown, clicN neEtG

STEP 9

4on.gure Step 2

Choose the _6S 2xW CDC _lgorithmG _fter con-rming, choose IKeEtI
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STEP 0

4on.gure Step C

Por the IMey _liasI, choose a name to identify the sourceG 7e choose locNboE so we Nnow 
the app is using that module to encrypt our secure entriesG _fter the name is set, choose 
IKeEtIG
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STEP 1O

4on.gure Step 5

ClicN on jenerate Mey and SaveG 8nce you generate a Ney, this setup action is now 
completeG Continue bacN to the home page for the access policy con-gurationG
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STEP 11

vn the home page8 in the .lter na"igator3 Type YKey ManagementY3 fou will 
see a list ok options3
Choose I_llI under the Fodule _ccess Bolicies

STEP 12

4licN on Bew
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STEP 1C

4on.gure the Access Policy

Con-gure your access policy as shownG

STEP 15

4on.rm 4on.guration

8nce you have con-rmed con-guration, save the recordG

K8T6/ 7e are con-guring the IincidentI table for this product setupYdemoG (ou may 
create a entry for any table as you desire by repeating the below stepsG

10 of 22

https://devgoats.service-now.com/now/nav/ui/classic/params/target/sys_kmf_crypto_caller_policy.do%3Fsys_id%3D-1%26sys_is_list%3Dtrue%26sys_target%3Dsys_kmf_crypto_caller_policy%26sysparm_checked_items%3D%26sysparm_fixed_query%3D%26sysparm_group_sort%3D%26sysparm_list_css%3D%26sysparm_query%3D%26sysparm_referring_url%3Dsys_kmf_crypto_caller_policy_list.do%26sysparm_target%3D%26sysparm_view%3D


STEP 1b

Setup the Ta6le 4on.guration within the LocNxoU Application3

This will enable the the U. _ction )button: to be displayed on the incident tableG Type 
LocNRoE in the -lter navigator then select ITable Con-gurationIG

STEP 17

4licN on Bew
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STEP 1F

4on.gure ,orm

Select IincidentI as the source tableG Con-rm the record is IactiveI )boE is checNed:G

STEP 19

Select the 4rypto Module to 6e associated with the ta6le con.guration3 

This is important, you must select the same module you created in steps 3 " xG
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STEP 10

4licN on I( Action Prekerences Section

ChecN IShow Porm RuttonIG Submit the 4ecordG

STEP 2O

Let's test our con.guration

.n your -lter navigatorG Kavigate to the incident listG
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STEP 21

,ind a Yacti"eY or )openR incident3

8nce you have opened an incident, you will notice the new button named ILocNRoEIG
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STEP 22

4licN on the LocNxoU xutton 

8nce you have the modal open, you may type your sensitive information that will be stored 
securely within a encrypted recordG
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STEP 2C

Message (nput

Type a message you would liNe securedG Choose Submit when doneG

K8T6E (ou cannot view the saved data until we con-gure the neEt steps to setup 
a new access policy that will grant users with the .T.L role to view the secure 
dataG Kote, for this demo we are choosing the .T.L roleG Con-rm with your System 
_dministration or Security team to see which role needs access to view the secure 
dataG
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STEP 25

4reate new (T(L Access Policy

Search IMey FanagementI in your -lter navigatorG Pind the I_llI menu option under the 
Fodule _ccess Bolicies

STEP 2b

4licN 4reate Bew
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STEP 27

4on.gure Vecord as shown

This eEample we are setting the .T.L role to be able to access the secure entries under our 
klocNboEqincidentqdatak moduleG 8nce you have con-gured the record as shown below, 
submit the recordG

K8T6E Since you have modi-ed access policies you must logout of ServiceKow and 
log bacN in for the access to taNe effectG

STEP 2F

Let's re"isit our pre"ious incident3 

8nce you have logged out of ServiceKow, and reauthenicated bacN inG (ou may navigate 
bacN to the previous incident where we stored our new secure messageG
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STEP 29

/iewing the sa"ed data

8n the incident record you previously added a new entry toG Con-rm you have a tabYlist 
of ILocNRoE Data .temsI on the bottom of the record as shownG

.f the related list does not show the LocNboE Data .tems 
as shown above, please follow the con-guration steps as 
found hereE httpsEYYdocsGservicenowGcomYbundleYvancouver"platform"user"inter"
faceYpageYuseYusing"formsYtasNYtqSelect4elated4ecordsGhtml

The list name will be ILocNRoE Data .temsIG
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STEP 20

,ind the most recent entry to "iew the record>data that you ha"e sa"ed3

KoteE _ccess to view this record will be dependent on the module access policiesG Ry 
default, no one has access to the recordG 7e -Eed that by con-guring the .T.L _ccess 
Bolicy aboveG (ou must repeat this process or any custom role or access policy you would 
liNe to grantG

STEP CO

vpen the Secure Entry

(ou can see the secure data is now available as the user viewing the record as the .T.L role 
as re'uired by the previous access policy that we setupG
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KoteE The access logs will help show who has viewed that recordG The data is hidden 
in the demo for privacy reasonsG
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