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# Welcome 30 Steps

This document covers the installation guide of the application, including a default config-
uration of the "incident" table that allows you to enter secure data and set access to that
data via the ITIL role policy. Granted, the ITIL role is just for demo purposes and in this
case we are assuming itil users would be the ones that are allowed to see secure data.
As always, consult with your internal security team on proper procedures for secure data
access.

STEP 1

Let's Setup the Key Management Administration

To proceed, the "security_admin" role is required to access this page. Access into this
module is required as we'll be creating a new key management crypto module along with
access policies.

Navigate to the "ALL" menu filter navigator, and search "Key Management". Select "Key
Management Administration”.

7> DevGoats Al | Favorites  History Workspaces ~ Admin

lY Key Management] ® l &

\ me,

FAVORITES

N Jay administrative actions and tools across the platform.
No Results

ALL RESULTS

v System Security

‘ Key Management Administration

Shared admin dashboard -

Open incidents @O Open request items
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STEP 2

Select the user account that will configure the module and access policies.

In this demo, we're using the System Administrator account to grant access to the Key

Management Framework.

Pick the account as shown and "Save" the record. After save, navigate back to your

ServiceNow platform homepage.

Select users who should be assigned 'Key Management' admin role

Available Users:

~]

Selected User(s):

System Administrator

‘ Reset ‘

)

)
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STEP 3

Let's setup the Crypto Module and Access Policies

Back on the ServiceNow platform home page, navigate to your filter navigator and type
"Key Management". Click "Create New"

R DevGoats @ All | Favorites History Workspaces Admin

Y Key Management ® b4

me,
FAVORITES

N lay administrative actions and tools across the platform.
No Results

ALL RESULTS

v Key Management
v Cryptographic Modules
‘ Create New
| All
v Resource Exchange
| Resource Exchange Requests

v Templates Open request items

STEP 4
Configure the record

Remember, we are starting with the incident table for this data. So, we're calling this
module "incident_data". Note, the name has to be all one word and lowercase, you may
use underscores.

Configure the other fields as shown.

Cryptographic Module § i -
incident_data & @ -3 U

£ Module name | incident data Application  Global

Default my m default v Crypto module lifecycle state | Published -

cyresult  reject
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STEP 5
Submit the record

Admin Cryptographic Module - New Record ¥

2> DevGoats Al Favorites  History  Workspaces

STEP 6

Setup the Crypto Specifications
Click the "New" button. Confirm you are on the "Crypto Specifications" tab.

Actual module access policy result  reject

‘ Update l

Related Links

View access policies

| Crypto Specifications | Module Keys | Module Policy Exceptions

= Y | fortext » | Search

Crypto module = lockbox_incident_data

Q Key alias Crypto purpose
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https://devgoats.service-now.com/now/nav/ui/classic/params/target/sys_kmf_crypto_module.do%3Fsys_id%3D-1%26sysparm_stack%3Dsys_kmf_crypto_module_list.do

STEP 7

For each section, we'll enter the details as shown in the screenshots.

After setting the follow values as shown, click next.

> Crypto purpose | Symmetric Data Encryption/Decryptio

Algorithm ‘ AES 256 CBC

Enroll module for resource exchange | |

e [l

STEP 8

Configure Step 2
Choose the AES 256 CDC Algorithm. After confirming, choose "Next"

7> DevGoats Al Favorites  History Admin 3 Crypto Specification - lockbox_incident_data ---

Crypto Specification
lockbox_incident_data --- Symmetric Data Encryption/Decryption Vie

Applies to For field Key type Lifecycle default Order ~ R

expiration_date empty
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STEP 9

Configure Step 3

For the "Key Alias", choose a name to identify the source. We choose lockbox so we know

the app is using that module to encrypt our secure entries. After the name is set, choose
"Next".

D DevGoats Al Favorites History Admin Crypto Specification - lockbox_incident_data --- §

< | _ Crypto Specification
| = lockbox_incident_data --- Symmetric Data Encryption/Decryption View: Origin
A |
Algorithm Definition «* Lifecycle Definition «
A

Cryptomodule  lockbox incident_data

Qrigin | Servicenow v

[ = Key alias llockbox J]

[ Back m Save ‘
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https://devgoats.service-now.com/now/nav/ui/classic/params/target/sys_kmf_module_crypto_spec.do%3Fsys_id%3Df0be757d8772bd504b7384c7dabb357f%26sysparm_view%3Dorigin

STEP 10
Configure Step 4

Click on Generate Key and Save. Once you generate a key, this setup action is now
complete. Continue back to the home page for the access policy configuration.

‘ — Crypto Specification
— lockbox_incident_data --- Symmetric Data Encryption/Decryption View: Key Creation®

Algorithm Definition Lifecycle D

Cryptomodule lockbox_incident_data

Key alias lockbox

<

Generate key

Auto generate key

Back Go To Crypto Module

‘ Save
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https://devgoats.service-now.com/now/nav/ui/classic/params/target/sys_kmf_module_crypto_spec.do%3Fsys_id%3Df0be757d8772bd504b7384c7dabb357f%26sysparm_view%3Dkey_creation%26sysparm_view_forced%3Dtrue

STEP 11

On the home page, in the filter navigator. Type "Key Management". You will
see a list of options.

Choose "All" under the Module Access Policies

D DevGoats All | Favorites  History  Worl

Configure Key Management

v Key Management g % Data Item (LB
v Cryptographic Modules
Create New Nu
All Source R¢
/ Resource Exchange ial Informatic
Resource Exchange Requests
Templates
All
Lifecycle Policies
Instance Policies
Instance Lifecycle Templates
Vv Module Access Policies
‘ All
Vv Module Key Policies
‘ Module Key Rejections
v Import Settings

‘ Key Import Settings

STEP 12

Click on New

Q_ Search

O & Actions on selected rows... v ||

argetrole Script table get script

Search ‘ ‘ Se Search ‘
moty) Script Include Script Include:

Py [sys_script_include] SSHPrivateKeyCredential Utils
:mpty) (empty)

:mpty) (empty)
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https://devgoats.service-now.com/
https://devgoats.service-now.com/now/nav/ui/classic/params/target/sys_kmf_crypto_caller_policy_list.do%3Fsysparm_userpref_module%3D89ad78d577103300d1ced0adda1061b6

STEP 13

Configure the Access Policy

Configure your access policy as shown.

Module Access Policy ) @ * = | Update | Delete | 7

STEP 14

Confirm Configuration

Once you have confirmed configuration, save the record.

Q_ Search 4 @ Q@ ® o [.

b

7 @

lobal ()‘

rack v ’

o NOTE! We are configuring the "incident" table for this product setup/demo. You may
create a entry for any table as you desire by repeating the below steps.
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https://devgoats.service-now.com/now/nav/ui/classic/params/target/sys_kmf_crypto_caller_policy.do%3Fsys_id%3D-1%26sys_is_list%3Dtrue%26sys_target%3Dsys_kmf_crypto_caller_policy%26sysparm_checked_items%3D%26sysparm_fixed_query%3D%26sysparm_group_sort%3D%26sysparm_list_css%3D%26sysparm_query%3D%26sysparm_referring_url%3Dsys_kmf_crypto_caller_policy_list.do%26sysparm_target%3D%26sysparm_view%3D

STEP 15

Setup the Table Configuration within the LockBox Application.

This will enable the the Ul Action (button) to be displayed on the incident table. Type
LockBox in the filter navigator then select "Table Configuration”.

kspaces  Admin Module Access Polici

Y lockbox

FAVORITES

Type Active Result Crypto medule Target scope Target role

No Results

Search Search Search Search Search Search
ALL RESULTS
« LockBox Script true Track com_snc_core_automation_connection_crede..  (empty) (empty)
Data Items . .
false Track com_glide_external_app_glideencrypter (empty) (empty)

v Audit

‘ Access Logs false Track com_snc_core_automation_glideencrypter (empty) (empty)

v Configuration

5 STt true Track com_snc_core_automation_connection_crede..  (empty) (empty)
Table Confi t pLy
Properties Scope true Reject com_snc_ha_glideencrypter LockBox (empty)

Scope true Reject com_glide_hub_flow_engine_glideencrypter LockBox (empty)

AutoG
global.com

Scope true Track com_glide web_service_provider_glideencr Globa (empty)

Omni-Experie

AutoGen-sn_collab_teams.ms_teams_crypto  Scope true Track ns_teams._crypto wdard Fe: (empty)
Aut efaultMAPValue
! ; false Track password_reset {empty) (empty)
sn_f t_ah.p.
AutoGen-DefaultMAPValue

: e false Track com_glide_web_service_consumer_glideencr. {empty) (empty)
global.com_glide. 8
AutoGen-scope-x_dego_lockbox-null Scape true Reject com_glide_email accounts_glideencrypter LockBox (empty)

STEP 16

Click on New

Q_ Search

: Created

/
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https://devgoats.service-now.com/now/nav/ui/classic/params/target/x_dego_lockbox_table_configuration_list.do%3Fsysparm_userpref_module%3D51e265c82f003110d13bd8ddf699b63c

STEP 17
Configure Form

Select "incident" as the source table. Confirm the record is "active" (box is checked).

DevGoats Al ks Admin Table Configuration - New Record Q Search

Table Configuration ~
! o @ = - | submit

LockBox: General Configuration

friendly name.
« Source Table: The table

eryption Prefere Ul Action Pref

LeckBox: Encryption Preferences
These properties affect the encryption |

= Encryption Context: The encryptior | lockBax

+ CryptoModule

Submit

STEP 18

Select the Crypto Module to be associated with the table configuration.

This is important, you must select the same module you created in steps 3 - 5.

ckBox: General Configuration
ese fields capture basic information about the table configuration.

+ Name: A unique friendly name.
+ Source Table: The table this configuration will apply to
+ Active: Controls f this configuration s active

Name:

* Source Table: | Incident lincident - Active @

yotion Preferences | Ul Action Preferences

‘ackBox; Encryption Preferences
“hese properties affect the encryption process.

« Encryption Context: The encryption context to use to encrypt the data once moved to LackBox

[- CryptoModule [mmx incident_data | a ]
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STEP 19

Click on Ul Action Preferences Section
Check "Show Form Button". Submit the Record.

Encryption Preferences || Ul Action Preferences

LockBox: Ul Action Preferences

These properties affect the 'LockBox’ Ul action. You can control the visibility of the ui actions.

« Show Form Button: This will show the Ul action as a button on the form

s Show Form Context Menu: This will show the Ul action as a context menu item when right-clicking on the form header
« Show Form Link: This will show the Ul action as a 'Related Link' found towards the bottom of the form

+ Ul Condition: This allows additional configuration of when the Ul action should show. Example: Only when the record is

[ Show Form Button [&) ]

Show FormLink [

Ul Condition All of these conditions must be met

--choose field -- v‘ ‘

or

New Criteria

STEP 20

Let's test our configuration

In your filter navigator. Navigate to the incident list.

2> DevGoats | Al | Favorites  History  Workspaces  Admin

= v inddend Search
All
FAVORITES
1 g Source Table Cry}
No Results
| ‘ Search Se:
ALL RESULTS
Incident [incident] lock

v Self-Service
Incidents
Watched Incidents

v Service Desk
Incidents

v Incident
Create New

Assigned to me

Open
Open - Unassigned

Resolved
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STEP 21

Find a "active" or (open) incident.

Once you have opened an incident, you will notice the new button named "LockBox".

4 = ’ Follow HUpdate l

Channel I --None --

State ‘ New

Impact | 1-High

Urgency ’ 1-High

Priority 1 - Critical

Assignment group ‘

Assigned to ‘

Resolve [
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STEP 22
Click on the LockBox Button

Once you have the modal open, you may type your sensitive information that will be stored
securely within a encrypted record.

You are about to enter confidential information against this record. Please enter all
confidential information below.

X Confidential Information
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STEP 23

Message Input

Type a message you would like secured. Choose Submit when done.

NOTE: You cannot view the saved data until we configure the next steps to setup
a new access policy that will grant users with the ITIL role to view the secure

o data. Note, for this demo we are choosing the ITIL role. Confirm with your System
Administration or Security team to see which role needs access to view the secure
data.
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STEP 24

Create new ITIL Access Policy

Search "Key Management" in your filter navigator. Find the "All" menu option under the
Module Access Policies

7> DevGoats | Al | Favorites History  Workspaces  Admin Shared admin dashboard ¢y

YV Key Management
me,

lay administrative actions and tools across the platform.

Open request items

Module Key Rejections

: [
Import Settings ,;_th
Key Import
Health (Diagno: hvailable. No data available.

Resolution Framework Logs b for the selected criteria There is no data available for the selected criteria.

~ System Security

Open P1 incidents : Aging incidents over 24 hrs : Request items over 24 hrs : Request items awaiting approval

O O O O

STEP 25
Click Create New

Module Access Policies fox text -|s @ & | Actions onselected rows \.rm

Policy name Type Active Result Crypto module Target scape Target role Seript table Target scripy
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STEP 26
Configure Record as shown

This example we are setting the ITIL role to be able to access the secure entries under our
'lockbox_incident_data' module. Once you have configured the record as shown below,
submit the record.

Module Access Policy
New record

o NOTE: Since you have modified access policies you must logout of ServiceNow and
log back in for the access to take effect.

STEP 27
Let's revisit our previous incident.

Once you have logged out of ServiceNow, and reauthenicated back in. You may navigate
back to the previous incident where we stored our new secure message.
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STEP 28

Viewing the saved data

On the incident record you previously added a new entry to. Confirm you have a tab/list
of "LockBox Data Items" on the bottom of the record as shown.

Friorivy 1 -eriucdl

Is | Child Incidents | Customer Cases | LockBox Data ltems (2)

Source Table Source Record Created k
Incident [incident] Incident: INCO009005 (
Inridant lincidant] Inridant: INCOONONNE e P

If the related list does not show the Lockbox Data Items

as shown above, please follow the configuration steps as

found here: https://docs.servicenow.com/bundle/vancouver-platform-user-inter-
face/page/use/using-forms/task/t_SelectRelatedRecords.html

The list name will be "LockBox Data Items".
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https://docs.servicenow.com/bundle/vancouver-platform-user-interface/page/use/using-forms/task/t_SelectRelatedRecords.html
https://docs.servicenow.com/bundle/vancouver-platform-user-interface/page/use/using-forms/task/t_SelectRelatedRecords.html

STEP 29

Find the most recent entry to view the record/data that you have saved.

Note: Access to view this record will be dependent on the module access policies. By
default, no one has access to the record. We fixed that by configuring the ITIL Access
Policy above. You must repeat this process or any custom role or access policy you would
like to grant.

2> DevGoats Al  Favorites  History  Workspaces  Admin Incident - INCOO0S005 ¢

INeads00s @ @ * = - |Discuss | Follow || Update Resolve || Delete | T

STEP 30
Open the Secure Entry

You can see the secure data is now available as the user viewing the record as the ITIL role
as required by the previous access policy that we setup.

LockBox Data Items 2 - | update || Desete | 1
LEDI0001002 @ Updat Dekets
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Note: The access logs will help show who has viewed that record. The data is hidden
in the demo for privacy reasons.
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